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Motivation

Runtime Veri�cation: Veri�cation of. . .

+ certain properties (speci�ed by developer)

+ at certain times (possibly related to the source code)

+ throughout program execution

=) Useful in debugging/testing!
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Applied to Java, C:

implemented in separate tools

require external programs at runtime

Can we do better?import Debug.Concurrent as Concurrent
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Runtime Veri�cation vs. Model Checking

Model Checking

Input:
Transition system derived from formal speci�cation
Path formula specifying the property to be checked (“On
all paths. . . ”, “On one path. . . ”)

Output:
Boolean decision whether the model satis�es the formula
Path which satis�ed/refuted the formula (optional)
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Runtime Veri�cation vs. Model Checking

Runtime Veri�cation

Input:
Actual program contains additional instrumentation
Formula and veri�cation engine

Output:
Regular program run
Additional information generated by veri�cation engine:

Boolean decision(s) and remaining formulas
Perhaps path which satis�ed/refuted the formula
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CONCURRENT HASKELL

Extension of the purely functional language HASKELL.

Side-effects to/from the world embedded in the IO monad.

Sequences of IO-actions:
(>>=) :: IO a -> (a -> IO b) -> IO b
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CONCURRENT HASKELL

Extension of the purely functional language HASKELL.

Side-effects to/from the world embedded in the IO monad.

Sequences of IO-actions:
(>>=) :: IO a -> (a -> IO b) -> IO b

Concurrent Threads:
forkIO :: IO () -> IO ThreadId

Communication Mechanism:
data MVar a -- abstract
newEmptyMVar :: IO (MVar a)
takeMVar :: MVar a -> IO a
putMVar :: MVar a -> a -> IO ()
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Client/Server Example (1)

server :: MVar SetMsg client :: MVar SetMsg
-> MVar Int -> MVar Int
-> Int -> IO () -> Int -> IO ()

server m1 m2 v = do client m1 m2 n = do
msg <- takeMVar m1 putMVar m1 Set
case msg of putMVar m2 n

Set -> do client m1 m2 n
v’ <- takeMVar m2
server m1 m2 v’

data SetMsg = Set

main :: IO ()
main = do

m1 <- newEmptyMVar
m2 <- newEmptyMVar
forkIO $ client m1 m2 42
forkIO $ client m1 m2 0
server m1 m2 0
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Client/Server Example (2)

C1 S C2

m1:Set

read m1

m1:Set

m2:42

read m2

m2:0

msc
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Describing the Problem

How can we express our property?

Each take/putMVar statement changes global state!

Program execution generates path through state space

Use temporal path logic for veri�cation!
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Describing the Problem

How can we express our property?

Each take/putMVar statement changes global state!

Program execution generates path through state space

Use temporal path logic for veri�cation!

Here: Linear Time Logic ( LTL )

' ::= P j ' ^  j ' _  j : ' j X' j F ' j G' j ' U 
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Client/Server: LTL Formula

“For the entire program, if a set-message was issued for value 0,
there must not be a value-proposition of 42 at the same time.”

G: (set0 ^ value42)

How do we implement LTL in HASKELL?

How do we need to adapt our program?
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LTL in H ASKELL

Formulas through algebraic data types:

data LTL a = StateProp (Prop a)
| TT
| FF
| X (LTL a)
| Not (LTL a)
| U (LTL a) (LTL a)
| R (LTL a) (LTL a)
| And (LTL a) (LTL a)
| Or (LTL a) (LTL a)

How to verify LTL formulas?
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LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)
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LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)

' U �  _ (' ^ X (' U ))

checkStep u@(phi ‘U‘ psi) stateProps =
case checkStep psi stateProps of

Left True -> Left True
Left False -> case (checkStep phi stateProps) of

Left False -> Left False
Left True -> Right u
Right phi’ -> Right (phi’ ‘And‘ u)

Right psi’ -> ...

Runtime Veri�cation of C ONCURRENT HASKELL — 12



LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)

' U �  _ (' ^ X (' U ))

checkStep u@(phi ‘U‘ psi) stateProps =
case checkStep psi stateProps of

Left True -> Left True
Left False -> case (checkStep phi stateProps) of

Left False -> Left False
Left True -> Right u
Right phi’ -> Right (phi’ ‘And‘ u)

Right psi’ -> ...

Runtime Veri�cation of C ONCURRENT HASKELL — 12



LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)

' U �  _ (' ^ X (' U ))

checkStep u@(phi ‘U‘ psi) stateProps =
case checkStep psi stateProps of

Left True -> Left True
Left False -> case (checkStep phi stateProps) of

Left False -> Left False
Left True -> Right u
Right phi’ -> Right (phi’ ‘And‘ u)

Right psi’ -> ...

Runtime Veri�cation of C ONCURRENT HASKELL — 12



LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)

' U �  _ (' ^ X (' U ))

checkStep u@(phi ‘U‘ psi) stateProps =
case checkStep psi stateProps of

Left True -> Left True
Left False -> case (checkStep phi stateProps) of

Left False -> Left False
Left True -> Right u
Right phi’ -> Right (phi’ ‘And‘ u)

Right psi’ -> ...

checkStep evaluates and executes the NeX t-operator!

Runtime Veri�cation of C ONCURRENT HASKELL — 12



LTL in H ASKELL

checkStep :: LTL a -> Set a -> Either Bool (LTL a)

checkStep (StateProp p) stateProps =
Left (p ‘elementOf‘ stateProps)

' U �  _ (' ^ X (' U ))

checkStep u@(phi ‘U‘ psi) stateProps =
case checkStep psi stateProps of

Left True -> Left True
Left False -> case (checkStep phi stateProps) of

Left False -> Left False
Left True -> Right u
Right phi’ -> Right (phi’ ‘And‘ u)

Right psi’ -> ...

checkStep evaluates and executes the NeX t-operator!

Runtime Veri�cation of C ONCURRENT HASKELL — 12



Integration into Execution

Check -thread stores formulas and state propositions
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Integration into Execution

Check -thread stores formulas and state propositions

Checking of formulas can be started by
check :: String -> LTL a -> IO ()

State propositions can be set/released by
setProp, releaseProp :: Prop a -> IO ()

- A proposition holds until it is explicitly
released because of the interleaving
semantics of CONCURRENT HASKELL

- At each state change (“step”): all formulas
are checked
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Integration into Execution

Check -thread stores formulas and state propositions
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Trace is recorded in background, can later be simulated.
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Integration into Execution

Check -thread stores formulas and state propositions

Checking of formulas can be started by
check :: String -> LTL a -> IO ()

State propositions can be set/released by
setProp, releaseProp :: Prop a -> IO ()

Satis�ed formulas are deleted, refuted formulas are printe d.

Trace is recorded in background, can later be simulated.

No modi�cation of runtime environment!

Runtime Veri�cation of C ONCURRENT HASKELL — 13



Client/Server: Runtime Veri�cation

server :: MVar SetMsg client :: MVar SetMsg
-> MVar Int -> MVar Int
-> Int -> IO () -> Int -> IO ()

server m1 m2 v = do client m1 m2 n = do
msg <- takeMVar m1 putMVar m1 Set
case msg of setProp (IntProp n "set")

Set -> do putMVar m2 n
v’ <- takeMVar m2 setProp (IntProp n "value")
server m1 m2 v’ releaseProps [(IntProp n "set"),

(IntProp n "value")]
client m1 m2 n

data SetMsg = Set

main :: IO ()
main = do
check "safe" (g (Not ((StateProp (IntProp 0 "set")) ‘And‘

(StateProp (IntProp 42 "value")))))
m1 <- newEmptyMVar
m2 <- newEmptyMVar
forkIO $ client m1 m2 42
forkIO $ client m1 m2 0
server m1 m2 0
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Example 2: Lock Reversal

Basic operations on locks:

lock P,X: process P takes lock X (takeMVar)

unlock P,X: process P releases lock X (putMVar)

Common problem:

Process 1 takes locks in order A,B

Process 2 takes locks in order B,A

=) Interleaving can lead to dead lock!

Runtime Veri�cation of C ONCURRENT HASKELL — 15



Generalizing the Property

“During the entire execution of my program, whenever one
process took locks in order A; B , I want to receive a warning if
another process takes them in reverse order B; A !”

Remember:

A dead lock might occur always, sometimes or never at all

Maybe several runs necessary until “interesting” case
can be observed

Dynamic number of MVars and threads,
per-thread formulas too weak
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Stating the Formula

“If process 1 took �rst lock A and then lock B
(without releasing A in between),. . .

. . . process 2 must not take lock B before taking lock A
(without releasing B in between)”
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Stating the Formula

“If process 1 took �rst lock A and then lock B
(without releasing A in between),. . .
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Stating the Formula

“If process 1 took �rst lock A and then lock B
(without releasing A in between),. . .

holds(p1 ;lA ) ^ : holds(p1 ;lB ) ^ (holds(p1 ;lA ) U holds(p1 ;lB ) )

. . . process 2 must not take lock B before taking lock A
(without releasing B in between)”

! G : (holds(p2 ;lB ) ^ : holds(p2 ;lA ) ^ (holds(p2 ;lB ) U holds(p2 ;lA ) ))

Formula depends on runtime!
- Varying processes

- Varying MVars
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Adding New Formulas At Runtime

check can add new formulas at any time

Here: formulas dependent on dynamic data

Necessary steps to adapt example:
Start threads and obtain thread ids
Create MVars
Construct propositions for formula and
setProp/releaseProp statements

=) Cumbersome!
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Adding New Formulas At Runtime

check can add new formulas at any time

Here: formulas dependent on dynamic data

Necessary steps to adapt example:
Start threads and obtain thread ids
Create MVars
Construct propositions for formula and
setProp/releaseProp statements

=) Cumbersome!

Better: Do it automatically!
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Propositions as Debugging Output

For debugging overload module Concurrent

Overloaded functions set and release propositions

takeMVar mv
+

setProp (ThreadProp <id> "holds <mv>")

Advantage:

Unused propositions cheap

Stream of propositions easy to manipulate in HASKELL

=) Generate new formulas on the �y from current trace!
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Propositions as Debugging Output

For debugging overload module Concurrent

Overloaded functions set and release propositions

takeMVar mv
+

setProp (ThreadProp <id> "holds <mv>")

Advantage:

Unused propositions cheap

Stream of propositions easy to manipulate in HASKELL

=) Generate new formulas on the �y from current trace!

Disadvantage:

Unused propositions clutter trace
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Finding Interesting Events In The Trace

Trace: Running program generates “in�nite” list of states

Task for a lazy functional programming language!

Two sets of libraries
Debugging libraries generate propositions (states)

Analyzer libraries observe trace and generate new formulas
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Conclusion and Future Work

LTL formulas in HASKELL aid in testing and debugging

Runtime veri�cation with minimal implementational overhe ad

Dynamic generation of formulas

To Do:

Pro�le runtime performance
(memory/time, effect of sharing?)

Integrate with graphical CONCURRENT HASKELL DEBUGGER

Allow formulas with placeholders and simple built-ins, e.g.:

' = (IntProp (Var "x") "set")
^ (NotEq (Var "x") (IntV 1))
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